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School Audits

| would like to take the opportunity to thank those schools that have had an
audit during the Summer and Autumn Terms 2021 for supporting the audit
process and our auditors.




Risk Management

The DFE Governance Handbook is clear that the Governing Boards strategic leadership
role includes the management of strategic risks. This can only be achieved with the
support of Senior Leadership within the school.

Risk Management is about managing all resources wisely. It is the process of
identifying risks, evaluating their potential consequences and deciding on the
most effective methods of controlling them or responding to them. It is part of day
to day management, and is integral to strategic planning and operational
management. The process should be integrated into the School Development Plan and
budget processes.

The Governing Board and Senior Leadership Team have an integral knowledge of their
school and need to decide on a risk management policy and establish their ‘appetite for
risk’ — the level of risk they are prepared to accept within their processes and
procedures.

Most schools give due consideration to risks but this is normally on a ‘piecemeal’ basis,
as and when an issue is discussed, a decision required or a policy reviewed or
developed. To manage risk effectively, the risks associated with running a school
need to be systematically identified, analysed, controlled and monitored. This is
the risk management cycle.

The risk management cycle consists of six key steps:
Establish a Risk Working Group

Risk identification - The process of identifying all risks that could impact upon the
school achieving its aims and objectives.

Risk analysis - Each risk is assessed using any relevant historical or current
information for likelihood of an event occurring, and the impact of it for the school.
This is achieved by measuring the risk against a set scoring system.

Risk prioritisation — Identifying the highest risks that are not being managed and
prioritising these for action.

Risk control - establishing how the prioritised risks will be controlled, and
documenting this in a risk register.

Risk monitoring and review - The risk register should be presented to the Full
Governing Board who should be responsible for approving and monitoring it. The
effectiveness in controlling the risks must be monitored and reviewed. This is vitally
important as the nature or impact of the risk faced by a school may change over
time and this will need to be reflected in the risk register.

Once established there should be an annual review of the register and new emerging
risks after which the register should be refreshed with the reprioritised risks.

For more information on how we can support you with this process contact;
Don Price, Birmingham Audit, on 07517539015 Don.Price@birmingham.gov.uk



mailto:don.price@birmingham.gov.uk

Internet Monitoring

One of the key areas we review during our school audits is the
mechanisms in place to monitor the content of internet and email usage in
the school. This financial year we have found a fall in compliance
regarding the effectiveness of internet monitoring processes across
schools.

With regards to monitoring and filtering, the 2021 KCSIE statutory

guidance states “As schools and colleges increasingly work online it is essential that
children are safeguarded from potentially harmful and inappropriate online material. As
such governing bodies and proprietors should ensure appropriate filters and appropriate
monitoring systems are in place.”

The controls we will be checking are in place during are audits are as follows;

The school has monitoring software in place across all PCs, Laptops and portable
devises.

Head Teacher/Governing Board/Named officer is satisfied that the monitoring software is
monitoring content as set out in DFE guidance provided by UK Safer Internet Centre:
appropriate filtering and monitoring.

In line with DfE recommended practice is online safety information/data highlighted
within the Head Teacher’s report to the Governing Board.

Specific monitoring roles of staff and pupils usage have been assigned and are these
appropriate; the individuals have the appropriate expertise and capacity to undertake the
monitoring i.e. DSL and Safeguarding trained.

Procedures are in place to ensure that periodic reviews are undertaken. This should
include daily reviews of high risk alerts and a weekly overview of lower risk alerts.

Where the school uses an external provider the Service Level Agreement should include
the contact details of the individual expected to receive the alerts. This should be kept
up to date.

There should be an audit trail for alerts and a log to show how the school have dealt with
them. Ideally this should be in a format that will allow for the identification of trends.

Useful Links:
UKCIS Online Safety Audit Tool
KCSE 2021

Karen Smith Principal Auditor


https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/appropriate-filtering-and-monitoring
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/appropriate-filtering-and-monitoring
https://www.gov.uk/government/publications/ukcis-online-safety-audit-tool
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1021914/KCSIE_2021_September_guidance.pdf

Inventory Records

A key control in the management of non-fixed assets is the maintenance
of an inventory record. The Schools Financial Procedures Inventory
Records Chapter is clear that all schools should maintain such a record
and provides detailed guidance on its format and how it should be
managed.

The inventory record should include all equipment (existing and new) with a value of
£1,000 or more or more ‘attractive’ items irrespective of value. This includes ipads, lap
tops, digital cameras, musical equipment, scanners etc. New items should be entered
onto the inventory record using the details from the delivery notes and invoices.

All entries into the manual records must be completed in ink. Obsolete inventory records
must be retained for a period of no less than 3 years.

Most schools will choose to opt for computerised inventory records and there needs to
be some key controls in place to manage such records;

The system should be password protected and limited to the nominated responsible
officer. The transfer of handwritten records to computerised records should be verified
by an independent officer and held on file for future reference.

A termly printout should be produced and checked by an appropriate member of staff
noting items removed. Good practice would see this reported to the Governing Board.

The records should consistently record the information throughout the school and the
Governing Board must approve its format. Key information includes; purchase order
number, cost, date of purchase, date when checked and initials, ltems disposed of or
transferred - amount and receipt/date and serial number/inventory bar code if applicable.

An annual review should be undertaken to include a comparison between the inventory
record(s) and the physical items held on site. This should be done by someone not
involved in the maintenance of the inventory. In the case of computerised records, a
hard copy should be produced and each item signed and dated to confirm it has been
seen. This record should be retained and good practice would see this reported to the
Governing Board.

All discrepancies found during the annual review must be followed up with the person
responsible for the asset. After the records have been amended/updated the remaining
errors should be listed, including the original cost, and reported to the Governing Body
for the authority to write off or the identification of further action. Once approved then
the inventory should be updated. See the SFPM Inventory Records Chapter for further
guidance on VAT, Loans and Transfers.

In the event of items being stolen or misappropriated the Police should be informed, a
crime number obtained and recorded against the item on the inventory.


https://www.birmingham.gov.uk/downloads/file/8769/inventory_records
https://www.birmingham.gov.uk/downloads/file/8769/inventory_records
https://www.birmingham.gov.uk/downloads/file/8769/inventory_records

Schools Financial Value Standard

You will be aware that there have been changes to the Schools Financial
Value Standard (SFVS) questions for 2021/22. Here is a snapshot of
those changes:

Question 7 - Now asks “Is the financial strategy integrated with the school’s strategy for
raising standards and attainment, through integrated curriculum and financial planning”?

Question 16 - New, “Has the school published on its website the number of employees
whose gross salary exceeds £100K™?

Question 19 - Has the school leadership team considered the results of the
self-assessment dashboard or other DFE benchmarking tools? In order to complete this
part of the self-assessment dashboard you may wish to also utilise the ‘View my
Financial Insights’ website.

Pre-registration is required to enable access and can be achieved via your DfE Sign In
(DSI) or IDAMS account and been assigned a VMFI permission in order for you to log in
and have data showing for your school.

The DfE have provided further guidance which can be viewed on the following link.
https://www.gov.uk/government/publications/academy-trusts-view-my-financial-insights

Question 26 - One of the most notable changes is the inclusion of reporting on related
party transactions in section F question 26.

A related party transaction is a contract or agreement between the school and an
individual or company that has a close link.

There should be effective procedures in place to ensure that open and transparent
procurement procedures are followed, and any potential conflicts of interest are declared
and then adequately and appropriately managed.

Record any related party transactions on the “template for recording related party
transactions”. Which can be found on www.gov.uk.

Natalie Mardenborough Auditor

The 2021/22 SFVS should be submitted by 31° March 2022 to the Local Authority to the
following mailbox;
SchoolsFinAssess@birmingham.gov.uk



https://www.gov.uk/government/publications/academy-trusts-view-my-financial-insights
http://www.gov.uk
mailto:SchoolsFinAssess@birmingham.gov.uk

Financial Management Activities

Three-year strategic forecast

Lana Forrester, Head of Schools Financial Services, has asked us to remind schools
that a revised three year forecast with updated pupil numbers as per October census
should be completed and tabled for discussion with the Governing Board for approval
and submitted to the Local Authority by 31st December.

Importantly please ensure your submission includes written commentary of the
assumptions that have been used within the financial forecast.

Three year forecasts should be submitted using the following mailbox;
3yrstrategicfinancialforecasts@birmingham.gov.uk

Schools Financial Procedures Manual

This is currently in the process of being updated with a number of chapters being
revised. They will be published shortly on the BCC Website. The schools notice board
will provide the details of the revised chapters and the relevant officers contact details for
any queries.

For any queries on any of the above or support in any financial matters please contact
the Schools Financial Services Team on the following:-

Schools Financial Services

Head of Service: Lana Forrester lana.forrester@birmingham.gov.uk

SFS Area Finance Managers
Emma Dyer: emma.dyer@birmingham.gov.uk

Leigh Farmer: leigh.farmer@birmingham.gov.uk
Julie Hobbins: julie.hobbins@birmingham.gov.uk
Elaine Leith: elaine.a.leith@birmingham.gov.uk



mailto:3yrstrategicfinancialforecasts@birmingham.gov.uk
mailto:lana.forrester@birmingham.gov.uk
mailto:emma.dyer@birmingham.gov.uk
mailto:leigh.farmer@birmingham.gov.uk
mailto:julie.hobbins@birmingham.gov.uk
mailto:elaine.a.leith@birmingham.gov.uk

Fraud Spotlight on Schools

| would like to introduce myself as the new Group Auditor responsible for
Corporate Fraud within Birmingham Audit, having replaced Neil
Farquharson who retired earlier this year.

| have only been working for Birmingham Audit since the beginning of
October but have already been very impressed by the great work that the
team do on a daily basis to safeguard the Council and their schools from
fraud.

| have worked for Birmingham City Council for 14 years, and up until my move to Audit, |
worked in the Council’'s Trading Standards Department. | started off as a Trading
Standards Officer, investigating complaints about unsafe goods and the sale of age
restricted products to minors, before moving on to investigate and prosecute various
frauds and scams — particularly those perpetrated on the internet and those targeted at
the elderly and vulnerable.

For the last seven years, | have been qualified as a Financial Investigator, which affords
me powers under the Proceeds of Crime Act, to investigate money laundering offences,
obtain banking information, freeze bank accounts and secure assets to reimburse
victims and strip criminals of their unlawfully obtained funds. | have brought those
powers with me to my new role and hope to use them to their full advantage to assist the
team in investigating cases of fraud and financial crime.

In my spare time, | am an avid Aston Villa fan and you will find me in the Trinity Road

family stand on match days with my wife, my Dad and my two sons. It is certainly an
interesting time to be a Villa fan!

Having school-age children and a wife who is a school governor, | am very aware of the
pressures on schools, their staff and their finite resources. With public sector resources
stretched in the way that they are, it has never been more important to tackle those who
seek to divert funds away from where they are so desperately needed. However, we
cannot do this in isolation. Fraud prevention requires a partnership approach and only
through working together and sharing information can we ensure that we are best
protected. If something doesn’t seem quite right, however small or insignificant, please
contact us. We would much rather spend time checking or verifying something, than
investigating a fraud after it has happened.

You can call me on 07825979269 or 0121 303 9335, or you can email me —
john.preston@birmingham.gov.uk.

If | am not available, please email FraudHotline@birmingham.gov.uk.

John Preston — Group Auditor — Corporate Fraud Team


mailto:john.preston@birmingham.gov.uk
mailto:FraudHotline@birmingham.gov.uk

The Fraud Spotlight on Schools

Staff Impersonation Frauds / Bank Mandate Frauds

In June 2021 we put out an alert on the School Noticeboard warning of a number of
attempts to trick school staff into making payments to bank accounts belonging to
fraudsters. This is a type of fraud that continues to be an issue and has been seen
across other Council directorates, and so we thought it worth raising with you again.

This type of fraud involves the perpetrator pretending to be either a senior member of
staff, or a supplier to an organisation, and sending an email to finance staff to ask that
they process a payment urgently or change bank details held on file for a particular
supplier. Fraudsters are becoming increasingly sophisticated in their approaches and
can often make emails look as though they have come from a legitimate email address.
In a recent case, fraudsters had set up an email address with a slight spelling change in
the company’s name and had requested that Council finance staff change bank details
for one of our key suppliers.

If you do receive such an email, we advise:
Do not make any payments

Contact the senior member of staff or external supplier via a known telephone
number, asking them to confirm their request

Do not use any telephone numbers or alternative email addresses contained within
the email you have received

If you are in any doubt, please contact the Corporate Fraud Team on 0121 303 9335/
07825 979 269, or via email — FraudHotline@birmingham.gov.uk and we can help you to
verify the email that you have received.



mailto:FraudHotline@birmingham.gov.uk

The Fraud Spotlight on Schools

The majority of maintained school employees are employees of the City Council and
whilst the fraud story below did not relate to an individual working in a school its important
for schools to realise our work extends to all employees.

As a result of a Council House Right to Buy application submitted by a third party,
concerns were raised about the financial circumstances of a Council employee and his
wife, who had obtained a Council House tenancy, claiming that they were homeless and
had no savings.

However, an investigation conducted by Birmingham Audit’s Application Fraud Team
(AFT) identified that at the time of making the application, the employee had a bank
account containing between £95,000 and £100,000. Investigators calculated, that by
taking out a Council House tenancy, the couple had gained financially by over £12,000,
as the rent of their Council property was significantly less than it would have been for a
similar property rented privately.

Further ramifications of their act meant that they also deprived another family who were in
genuine need of an affordable home.

At Birmingham Crown Court, the employee pleaded guilty to 4 charges of fraud by false
representation and was sentenced to 16 months’ imprisonment, suspended for 2 years.
His wife admitted 2 charges of fraud by false representation and was sentenced to 6
months’ imprisonment, suspended for 2 years. The couple will now be subject of a further
investigation, under the Proceeds of Crime Act 2002, to calculate the full financial benefit
of their crimes and secure assets to re-pay the public purse. The employee will also face
an internal disciplinary hearing.

If you have any concerns, please direct these to the Birmingham Audit Corporate Fraud
fraudhotline@birmingham.gov.uk
or
https://www.birmingham.gov.uk/info/20204/audit/26 1/birmingham_audit

or
Whistleblowing Email:
Whistleblowing@birmingham.gov.uk

10
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Governance

School and Governor Support (SGS) are now into their second year of running training
for Governors online and they continue to have good attendance and feedback.
Delegates have confirmed that they like attending the sessions and getting to meet the
people who can support them if they have questions or a challenging situation.

Don Price and Karen Smith from Audit along with Lana Forrester from SFS have
enjoyed supporting the Financial Governor Training provided by SGS. It's been very
beneficial for Governors to meet officers in person (virtually) as they share what good
practice looks like when managing school finances.

Most Governing Boards (GBs) have returned to some face to face meetings this term
with some committees meeting virtually. Some GBs have reported that they are adopting
a hybrid approach allowing some members to join remotely, reflecting the reluctance of
some individuals to return to face to face meetings and last minute adjustments due to
Covid impacting on attendance. Hybrid meetings can pose a challenge and some GBs
are finding that investment in technology such as cameras, microphones and a display is
essential to run the meeting effectively and ensure everyone has an equal voice.

School and Governor Support (S&GS) Contacts:

A list of contacts can be found on the Birmingham Education Support Services BESS website
including the option of emailing school.support@birmingham.gov.uk requesting a call back at a
time to suit.

11
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Audit Service Team Contact Information

To remind you we are all currently working at home and can be contacted via
email, Microsoft Teams or works mobile phone;

Don Price, Group Auditor
Works Mobile: 07517539015
Don.Price@birmingham.gov.uk

Karen Smith, Principal Auditor
Works Mobile: 07885236038
Karen.P.Smith@birmingham.gov.uk

Natalie Mardenborough, Auditor
Works Mobile: 07885236047
Natalie.Mardenborough@birmingham.gov.uk

Sally Bojang, Auditor
Works Mobile: 07885236043
Sally.Bojang@birmingham.gov.uk

Corporate Fraud Team
John Preston Group Auditor
Works Mobile: 07825979269

fraudhotline@birmingham.gov.uk

https://www.birmingham.gov.uk/info/20204/audit/261/birmingham audit
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