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ONLINE SAFETY OF CHILDREN AND YOUNG PEOPLE IN EDUCATION SETTINGS
Task and Finish Group Report
The Education and Schools Strategy and Plan signed off in December 2014 set out 154 actions for the Birmingham City Council Education Department to complete. Action 5.3.17 states that Birmingham must ‘ensure systems are in place and embedded to monitor social media usage’.
A report was made to the Quartet in January setting out the current understanding of the systems in place and their limitations. In particular, a second document (Appendix A) set out details of Policy Central, the most popular system used in Birmingham provided by Link2ICT. 
Following that report we were requested to investigate how comprehensive the coverage of monitoring systems was in Birmingham schools, and also formulate some best practice to be distributed by the Local Authority. A Task and Finish Group was formulated comprising the Education Improvement Programme Manager, School Safeguarding Advisor, and a range of senior frontline staff from a cross section of Birmingham Schools including LA Maintained, Academies and Special Schools. 

The Task and Finish group met four times over the Spring and Summer terms of the 2015/16 academic year and set about identifying the extent of systems being used and the level of understanding and guidance in place. It was identified that within Birmingham 94.1% of schools use on-line monitoring software, with 76.5% using the ‘Policy Central’ or ‘Policy Central Monitor’ system supported by Link 2 ICT. Of the 5% where software may not be in place responses are still being sought from the schools.

In response to the above findings, detailed conversations between the stakeholders in the task and finish group, and to address the original direction of the Quartet, the group set about drafting a position statement (Appendix B) on our approach and expectations to addressing statute requirements, our recommended best practice for an educational setting, and in particular recommended best practice for role within a setting, from the Head Teacher down to pupils and parents. 
It is the recommendation of the group that this position statement is placed on the Birmingham City Council Schools Safeguarding Webpage, the BSCB webpage, and is distributed to all schools via the Noticeboard, and that we continue to survey the usage of systems in schools on an annual basis as part of our S175 Audit Process. 
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Jon Needham

Schools Safeguarding Advisor

07/07/16
APPENDIX A – POLICY CENTRAL
UPDATE PAPER PROVIDED BY Amanda Defreitas | Head of Link2ICT | Service Birmingham |

Link2ICT’s core business is to offer solutions and services to schools to support the fulfilment of their statutory obligations for Education). 

Social media can be defined as ‘Websites and applications that enable users to create and share content or to participate in social networking.’

Communication and Social media in schools can be managed using a combination of:

· Web filtering

· Email monitoring and filtering

· Content monitoring

What is currently being monitored?

Web filtering and email monitoring and filtering:

Schools & Academies subscribing to Link2iCT’s BGfL Connectivity Service:

The BGfL (Birmingham Grid for Learning) connectivity offers as standard internet and email filtering which is centrally managed in line with BCC and Government policy.   A new service was launched in 2015 giving schools the ability to locally control and therefore tailor their web filtering to suit their individual school’s requirements:
Currently 430 schools (Primary, Secondary, Special and Nursery) connect to the internet via BGfL and receive the standard internet and email filtering service.

9 of these schools have chosen to adopt the locally controlled filtering 

What is captured and what is reported?

· Internet filtering and e-mail filtering are provided on all BGfL connections and block web access to social media by default

· The web and email controls apply to all users (both children and adults) who use a BGfL PC, web browser, email account or network.

· Web filtering reporting software is available to schools on request to analyse web usage in the school

· Access to the social media category (or specific sites within this) can be granted at the request of the Head

Schools with alternative Internet Service Providers:

Schools that have opted not to use the BGfL connectivity service need to ensure their alternative provision provides the necessary protection in the interests of Safeguarding.

Link2ICT do not keep a register of ISP provision in non BGfL subscribing schools.

Content Monitoring:

Schools subscribing to Link2ICT for Policy Central Content Monitoring software have the capacity to provide an adequate level of monitoring if it is used correctly. Link2ICT has provided this solution since 2006 to help protect students by monitoring, capturing and alerting on potentially harmful content or behaviour, thus allowing for intervention to stop inappropriate and potentially harmful computer use, whether it involves just looking or active participation.

Current status:

Content Monitoring Software is currently subscribed to by 392 settings (schools, nurseries, children’s centres


Link2ICT do not keep a register of any Content Monitoring systems used by non-subscribing schools.

It is the school’s responsibility to ensure the appropriate staff are monitoring and reporting. Training and consultancy services are available through Link2ICT should schools need support in this area.  

Link2ICT’s Content monitoring service: 
The Link2ICT Content Monitoring Service is designed to take the overhead of the monitoring process off schools and to support them to fulfil their statutory requirements with daily monitoring and alerting, combined with weekly and monthly usage reports. 
A team of appropriately trained staff proactively monitor Policy Central on behalf of the school. They provide daily, independent and objective monitoring where each capture is reviewed and graded according to behaviour and risk. Potentially serious behaviour will be escalated immediately to the school DSL for follow up action.

Current status:
The initial pilot (March – July 2015) of the monitoring service involved 10 schools.  At the end of 2015 the service was pro-actively monitoring 39 schools for which the following data is available.
Total reportable captures 224,000  
Of these
218,000 related to off task activity (non-education related use)
4900 related to behaviour Incidents 
268 potential serious safeguarding captures requiring immediate escalation

The 268 serious captures translated into 68 individual incidents.  These incidents are broken down below into the safeguarding categories identified.
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NB:  
Prevent – relates to any potential radicalisation or terrorist related concern
Bullying – relates to bullying with intention to harm mentally or physically
Self Harm – includes eating disorders as well as the general understanding of self harm
Family Issues – relates to concerns where a person is identified as being in potential danger 
Sexual behaviour & Pornography – relates to concerns where a person is deemed to be a danger to themselves or others.  This would not include attempts to browse pornography by Secondary School students, which would be identified via the weekly reports issued to schools as part of the service.

My Concern – Management of Concerns
Link2ICT also provide an online portal to record and manage all safeguarding concern, whether digital or real world giving an holistic view of all concerns related to an individual.  The portal can be accessed and shared between multiple agencies and is aligned with ‘Right Service, Right Time’ guidance.


Future Initiatives

LACES 
Link2ICT are in the process of establishing a pilot of all the above services across the LACES sites.  Progress on this initiative will be provided in future updates.
Social Media Monitoring
Through a third party service Link2ICT are looking to offer a social media monitoring service to schools.  This will provide data relating to the school and local area that is available across social media and is in the public domain.  This is currently in development and is not yet available as a service.

APPENDIX B – BCC POSITION STATEMENT
ONLINE SAFETY OF CHILDREN AND YOUNG PEOPLE IN EDUCATION SETTINGS
Birmingham City Council Position Statement

The requirement to ensure that children and young people are able to use the internet and related communications technologies appropriately and safely is addressed as part of the wider duty of care to which all who work in schools  and settings are bound. Schools must, through their Online Safety Policy, ensure that they meet their statutory obligations to ensure that children and young people are safe and are protected from potential harm, both within and outside school.  (Keeping Children Safe in Education Sept 2016)

The use of technology has become a significant component of many safeguarding issues. Child sexual exploitation; radicalisation; sexual predation- technology often provides the digital platform that facilitates harm. Schools in Birmingham must have an effective approach to online safety to protect and educate the whole school/setting in their use of technology and establishes mechanisms to identify, intervene and escalate any incident where appropriate. This agenda was previously referred to as ‘e Safety’ and is now Online Safety with Online Safety Officers replacing e Safety Officers.

The breadth of issues classified within online safety is considerable, but can be categorised into three areas of risk:

· Content: being exposed to illegal, inappropriate or harmful material

· Contact: being subjected to harmful online interaction with other users

· Conduct: personal online behaviour that increases the likelihood of, or causes, harm 

It is important to emphasise that Online Safety is a safeguarding issue, not simply a technical issue; technology provides additional means for safeguarding issues to develop. 
Governing bodies and proprietors should be doing all that they reasonably can to limit children and staff’s exposure to risks and as part of this process governing bodies and proprietors should ensure their school has appropriate filters and monitoring systems in place. 

Within Birmingham 94.1% of schools use on-line monitoring software, with 76.5% using the ‘Policy Central’ or ‘Policy Central Monitor’ system supported by Link 2 ICT. Of the 5% where software may not be in place responses are still being sought from the schools.

Whilst considering their responsibility to safeguard and promote the welfare of children, and provide them a safe environment in which to learn, governing bodies and proprietors should consider:

· The age range of their pupils, 

· The number of pupils, 

· How often they access the schools IT system and the 

· Proportionality of costs vs risks. 

The appropriateness of a filtering and monitoring system is a matter for individual schools and will be informed in part by the risk assessment required under safeguarding and by the schools response to the Prevent Duty.

It is strongly recommended that each school should have a named member of staff with a day to day responsibility for Online Safety; some schools may choose to combine this with the Designated Safeguarding Lead role or their deputy. To enable online monitoring to function appropriately within a setting it would be helpful to consider the following roles & responsibilities:

Role of the Head Teacher

The Head teacher has a duty of care for ensuring the online safety of members of the school community, day to day responsibility for online safety may be delegated to an Online Safety Co-ordinator.

· The Head teacher should be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff

· The Head teacher is responsible for ensuring that the Online Safety Coordinator receives suitable training to enable them to carry out their online safety roles and to train other colleagues, as relevant.  

· The Head teacher will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal online safety monitoring role. 

· The Head teacher will receive via the Senior Leadership Team / DSL regular monitoring reports from the Online Safety Co-ordinator.  

· The Head Teacher will ensure that there is an online safety policy, staff code of conduct and an IT security policy, is in place within the school covering usage by teaching & technical staff, and pupils.

Designated Safeguarding Lead 

The DSL Should be trained in Online Safety issues and be aware of the potential for serious child protection / safeguarding issues to arise from sharing of personal data, access to illegal / inappropriate materials, inappropriate on-line contact with strangers, incidents of grooming and cyber-bullying

· Meet regularly with the On-line safety Coordinator to discuss current issues, review incident logs and filtering / change control logs
· DSL will decide on how these incidents will be dealt with; what the investigation will be required and what sanctions will be applied.

Online Safety Coordinator: 

What is important is that this role includes an in-depth understanding of child safeguarding, child welfare and has a good knowledge and understanding of the new technologies. The Online Safety Coordinator will:

· Lead the Online Safety approach within the school

· Takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school online safety policies / documents

· Ensures that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place. 

· Provide training and advice for staff 

· Liaise with school technical staff

· Receives reports of online safety incidents and creates a log of incidents to inform future online safety developments.

· Meet regularly with the DSL to discuss current issues, review incident logs and filtering / change control logs

· Report regularly to Senior Leadership Team

Whilst it is the intention that an Online Safety Co-ordinator  would gather information the Head teacher or DSL will decide on how these incidents will be dealt with; what the investigation will be required and what sanctions will be applied.

Parents & Carers 

Parents & Carers play a crucial role in ensuring that their children understand the need to use the internet/ mobile devices in an appropriate way. The school will take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, school website and information about online safety campaigns etc.  

Staff and Pupils

Pupils are responsible for using the school digital technology systems in accordance with an Acceptable Use Agreement and 
have a good understanding of research skills so as to avoid accessing unsuitable sites.

It is important that pupils need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so. It is expected that pupils will:

· Understand the importance of adopting good online safety practice in and out of the school

· Avoid and report any incidents of cyber-bullying

· Understand policies on the taking / use of images 

· Be expected to safely use all mobile devices and digital camera technology. 
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	STRUCTURED SYSTEMS TO PROMOTE E-SAFETY IN SCHOOLS

	
	School to use monitoring software (e.g. Policy Central) across all school machines.

· An “Acceptable Use Agreement” to appear on every machine when logging on.

Primary settings – consider the use of software to mask inappropriate content – e.g. Hector the Protector or use of the “Desktop Peek” button.

	1
	School to have a member of staff with responsibility for managing any monitoring software and the following up of any positive hits or trails. 

· Ideally this should be a senior member of staff who has the skills to follow up any sensitive issues not only with pupils but with staff members as well (i.e. a good knowledge of safeguarding / possibly the DSL).

· In larger schools this system may only be practicable if taken on by more than one member of staff – consideration will have to be given to consistency and coverage of all computing traffic. 

· To be aware that for a price Link2ICT can offer a Policy Central Monitor service where they will trawl all positive hits recorded by software and pass cases back to the school.

	2
	E-Safety policy written, in place and promoted within the school.

· E-Safety promoted in every Computing lesson or other curriculum lessons involving use of IT equipment 

· E-Safety promoted to parents by safeguarding messages being given out at the start of all parent workshops in school.

· Regular assemblies to promote E-Safety throughout the school.

· Promote the importance of Safer Internet Day throughout the school on an annual basis.

· Promote E-Safety by putting tips on school newsletters.

· If school is part of a trust or academy chain ensures that there is a joint E-Safety or Social Media Policy.

	3
	School should have a website that clearly promotes E-Safety through:

· A link to an E-Safety page within the website featuring links to external E-Safety sites.

· A CEOP link on the home page.

· A “Report Abuse” button on the homepage.

· Train a CEOP Ambassador within trust or academy chain.

· CEOP Ambassador to deliver training for staff and parents.

	4
	School to have a member of staff with responsibility for managing any monitoring software.

· This member of staff should be formally trained in using this software.

· This member of staff should create paper records proving the constant and consistent nature of the monitoring process. 

· Positive Hit records to be referred as a safeguarding case of any investigation.

	5
	School to have a clear Social Media policy to protect staff as well as pupils.

· Create paper acceptable use agreements for all staff when handing over i-Pads, laptops or digital cameras

· Create a single folder on the school protected staff server to act as a safe repository for all photographs of pupils.

· School to have a policy of never publishing a photo of a child along with their name, without parental permission.

· A zero tolerance policy on photos of pupils being taken by staff using their own mobile phones.

· All staff memory sticks to be encrypted.

· If the school has a Twitter account then the responsibility for tweeting to be limited to one or two members of staff.

· E-Safety to be an integral part of any staff on-line Safeguarding training on an annual basis.


(Note: Step 1, 2 and 3 must happen first, but all other points are not in any particular hierarchy.)
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Click on ACTIVITY tab at top of page to see lists of most/least captured words and top ten offending users.
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Select time frame from drop down menu and click on SHOW
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Click on LOGS tab at top of screen

· Click on small thumbnail icon

· Select how many screen captures to show

· Check top box on left to select all images.

· Go through each thumbnail and deselect any that are of concern and possibly not false positives.
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Select Archive, False Positive and Mark as Viewed to archive all false positives.

· Click on each thumbnail to maximise screen and assess any serious nature of screen captures.

· If screen capture is not a false positive then print offending capture and have professional conversation with member of staff responsible for the pupil to ascertain any background knowledge to the incident.
· Discuss incident with the DSL to establish any safeguarding considerations.
· Interview pupil as to reasons for incident and take note of conversation.

· If required arrange meeting with parents at end of the day or at a convenient time.

· Keep record of conversation with parents and agreed sanctions for pupils (if any)

· Keep records using appropriate system if incident is a safeguarding issue.

· Report incident to Head Teacher / Governing Body as appropriate. 

· Keep paper record of incident to use in future if need.
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