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Hello, and welcome to the latest issue of The Auditor. 

This month an issue came to light which really brings home the dangers of    
taking things for granted, for assuming that what seems ok, is ok.                     

Developments in technology have led to new ways to defraud that are so clever but still rely on trust and familiarity to 
be successful. One of the latest scams, and I find it incredible, is that fraudsters intercept emails sent to schools from 
legitimate sources, usually regarding payment for goods or services. They change the information on the email, such as 
the bank details, and then send the email on. When it arrives at the school it looks just like the real thing but may have 
an added sentence saying that the company has changed bank accounts. Fraudsters rely on   individuals simply          
assuming it is genuine … and why shouldn’t they … and that the payment is made to the new bank account. Of course 
when this happens ….it’s goodbye money, hello to bill reminder! The answer … NEVER assume a  requested change of 
key details is genuine, always check with the provider. I know schools are very busy places, 
but one mistake can be very costly.  

On a similar note we also highlight the need to ensure that the anti-virus and firewall       
protection is up to date so that you don’t fall foul to ransomeware! 

If nothing else I hope this introduction makes everyone just reflect for a moment or two on 
how things can go wrong ….. and makes you all the more determined to ensure that such 
scams do not impact on your school.  For more information see page 8. 

         Don 
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We have been working closely 
with our colleagues  in the           
Directorate and the wider 
school community to review the 
work    programme so that it 
continues to respond to current 
issues and adds value.   See 
page 3 for more details. 

Follow Up Reviews 
Each year we undertake a     
follow up review on schools  
audited  during a given period.  
Our work this year  has included 
71 schools that had final audit 
report issued to them between 
January and July 2017.  We 
have asked for an update on     
progress  with our                            
recommendations. Four of these 
schools  received a full  follow 
up visit. Based on the responses 
received, a sample of 10 schools 
has been selected which will be 
visited to verify the information 
provided.  
 
Thank you to those schools who 
have responded. A small      
number have not and this will 
be reported upon when we  
complete our work. We should 
complete this work by the end 
of this term and will let you 
know the out come in the next 
edition of the Auditor. 
 
 
 

 
 
Karen Smith Principal Auditor 

Our reviews during 2018/19 have 
identified a number of areas for 
schools to consider and action;   
 
The current financial climate means 
that Governors and Senior           
Leadership will need to be prepared 
to develop robust action plans to  
ensure the future financial viability 
of their schools. 

Schools should ensure financial    
reporting to Governors is sufficient 
to allow  scrutiny and challenge.  

Underpinning the schools finances  
should be sound systems and      
controls.  We  highlight the           
importance of prior approvals      
before all expenditure, therefore 
orders should be raised and          
approved before the  order is placed 
or booking made. 

Schools are reminded that in         
addition to the Schools Financial  
Value Standard (SFVS) they must 
complete an Annual Statement of 
Internal Control (SIC). 

Schools are reminded that ongoing 
monitoring of expenditure with        
individual suppliers should take 
place so that the school is able to 
identify when expenditure            
accumulates to or is more than 
£10,000 (this may cross a number of 
financial years). When this is       
identified then three written        
quotations should be obtained.  

Developing a strategic risk register is 
the best way for  Governors and 
Senior  Leadership to manage risk. 

Schools are reminded that both      
Governors and staff are required to 

complete pecuniary interest forms.  A 
Governor pecuniary interest  register 
must be published on the school web-
site. 

Robust controls in the management of 
attendance should include  the         
retention of sufficient records where 
pupils leave a school in year; and     
ensuring correct codes are used to  
record attendance / absence.   

To support safeguarding don’t forget 

to; 

 Make sure you have an audit trail 
record of your internet and IT 
monitoring. 

 Undertake due diligence prior to 
lettings to ensure users meet both 
safeguarding and the ‘No   
Platform for Extremism Policy’                   
requirements.  

 Keep a record of your Prevent 
training. 

 
Please remind Governors and Senior 
Leadership that an important part of 
our audit is the completion of  a survey 
on their views on financial               
management within their school, the 
appropriateness of roles, core values 
and the culture of tolerance / mutual 
respect.  They provide an opportunity 
to raise concerns  and/or can lead to    
valuable support for the school. 
________________________________ 
We have supported the Directorate in 
updating the Schools Financial         
Procedures Manual (Launched         
September 2018) and the templates  to 
support the financial framework       
documentation have been updated to 
help compliance moving forward. 
        
 

School Audit Visits 

To date we have visited 230 schools since the launch of 

the current school visit  programme in September 2015.   
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The New School Audit Visit Programme Launch November 2018 

New Requirements for the  
Schools Financial  

Governance Process  
 

On 6th September the Local         

Authority launched three new   

templates for reports to support a 

consistent financial monitoring   

process to all Governing Boards of 

maintained schools. The aim of the 

process is to ensure every          

Governor is aware of the financial 

health of the school. The 3 new 

templates are; 

 Schools Financial Efficiencies 

Top 10 Planning Checks for           

Governors 

 Check List for the Full          

Governing Board 

 Budget Monitoring Summary 

Report 

Note: In the schools notice board 

on 20th September it was reported 

that the deadline for the reports to 

be completed and reviewed by the 

Governing Board is end Autumn 

Term and End Spring Term.  A new 

chapter is now available within the 

Schools Financial Procedures    

Manual entitled ‘Schools Financial 

Management and Governance’ 

In supporting the directorate’s current 
strategy for improved financial        
management and accountability  a   
detailed review of the work               
programme has been undertaken.   
 
The new work programme includes 
more financial testing to support the 
enhanced monitoring arrangements 
developed by the directorate (see page 
4). To make time for this work the   
areas of attendance and safeguarding  
will be significantly reduced because in 
the main these areas have continued 
to have high  areas of compliance.  
 
The key control areas will be ; 

The Governing Board and Senior     
Leadership have confidence in the way 
the school is led and managed. 
 
There is effective governance oversight 
of the schools finances making sure 
that money is well spent. 
 
Key policies and procedures linked to 
the school finances are in place. 
 
There is effective strategic financial 
planning in place that secures the    
future financial viability of the school.  

 
There is effective budget monitoring 
and management.   
 
There are effective systems and       
controls in place for purchasing and         
compliance with the schools financial 
procedures manual. 
 
There is compliance with the schools 
own delegation framework and schools 
financial procedures manual. 

 
There are effective systems and        
controls in place regarding aspects of 
site and IT security. 
 
There is effective management of the 
pupils removed from roll process. 
 

As the majority of maintained schools 
have received an audit since the start 
of the current programme in 2015, 
from November 2018 schools will be 
selected on a risk basis.   

 
Schools visited that appear again as 
high risk the following year will have an 
audit that focusses on the areas of   
concern highlighted in the audit report. 
 
Schools visited that appear again as 
high risk for a third year will have a full 
audit. 
 
Schools that have not yet had a visit as 
part of the 2015-2018 programme will 
be captured as part of the risk based   
planning process. 

 

A comprehensive list of the  controls  
reviewed during our audits is        
available to maintained schools upon 
request. 
 
We hope that the audits continue to be 
a valuable experience for schools and       
provide support as they face the new 
challenges ahead.  
 
If you have any queries or     concerns 
please do not hesitate to contact ; 
Karen Smith: 
Telephone: 0121 675 0249 
Email: 
karen.p.smith@birmingham.gov.uk 
 

 

 

 

 

 

         Karen Smith Principal Auditor  
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As part of our commitment to help improve financial management in 
schools, after the October half-term holiday we will be introducing 
our tool to provide schools and their governing boards within an easy 
to  understand assessment of their financial health.  Our auditors will         
undertake this work during their audits and provide you with a RAG 
rated assessment of a schools financial health at the end of the audit.   
 
This won’t form part of the overall assurance we 
give to schools following the audit, as its pur-
pose is to provide schools with a quick assess-
ment of whether their key costs are considered 
“high – need to be reduced” (i.e. red), “medium 
= -need to be reviewed” (i.e. amber) or “low – in 
good health” (green).     

Financial Health Test 

The idea is for schools and their governing bodies to use this to decide whether the school is financially fit or not, 

and therefore whether additional work is needed to review those costs which are amber and red.  Given the        

continuing budgetary pressures we are all facing, reviewing our costs is something we all must do and clearly, the 

ideal would be for a school to have all costs shown as “green” – indicating they are in good health but equally we 

recognise that this is not always possible due to unforeseen circumstances (e.g. use of agency/supply staff during 

periods of absence).  The Financial Health Test (FHT) is a very quick assessment of a schools financial health and 

should be used as such but if the results prompt schools and their governors to say – “I didn’t know that and we 

need to look into this” then the FHT will be doing its job.    Below is an extract of what it will look like; 

Birmingham Audit Secondary School 

Assessment Thresholds Results

STRATEGIC FORECASTS (cumulative cfwd balance) STRATEGIC FORECASTS (cumulative cfwd balance) Year 1 Year 2 Year 3

Low Medium High

Year 1 Year 2 Year 3

above 10% Low Low Low

0% to 10% Medium Medium Medium

below 0% High High High

STAFF COSTS (as a % of total costs) STAFF COSTS (as a % of total costs) High 81.5

below 70% Low

70% - 75% Medium

above 75% High

SLT COSTS (as a % of staffing costs) TEACHING SLT COSTS (as a % of staffing costs) High 13.9

below 10% Low

10% to 13% Medium

above 13% High

TEACHING STAFF COSTS (as a % of total costs) TEACHING STAFF COSTS (as a % of total costs) High 87.7

below 70% Low

70% -80% Medium

above 80% High

SUPPORT STAFF COSTS (as a % of total costs) SUPPORT STAFF COSTS (as a % of total costs) Low 10.2

below 15% Low

15% - 20% Medium

above 20% High

SUPPLY / AGENCY COST (as a % of total costs) SUPPLY / AGENCY COSTS (as a % of total costs) High 5.2

below 2% Low

Financial Health Test 

The New School Audit Visit Programme Launch November 2018 

Continued………. 
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The Procurement Service at   Birmingham City Council have made it even easier for schools to identify     

savings and are currently offering a free health check to school.  This helps identify potential opportunities 

to make greater savings and share good   practice. It will also enable the   Procurement Service to provide 

bespoke and targeted support in these areas. 

For a free procurement health check contact ; Email: cps@birmingham.gov.uk  
or  telephone number 0121 464 8000.  

 

 Top Tips from Natalie  

 Look at the way you currently provide staff cover. 

Can agency costs be reduced? 

 Review current and future staffing costs.  When was 

the last review of pupil/ teacher ratios?  

 Undertake an annual review of contracts/leases.  

Are you still getting the best deal?  

 Collaborate with other schools, to share costs for 

staffing, training and facilities.  

 

 

 Undertake a review of the cost cen-

tres. Are any    activities subsidised by school budget 

share that should not be? 

  Review how  the school generates income.  Is there 

more that can be done? 

 Consider grant applications which the school may 

qualify for.  Have you looked at an unofficial fund      

charity account that supports grant bids? 

 Review your schools energy efficiency.  

Through our visits and in discussion with Schools Financial Services and the Procurement 

Team we have put to together a top tips list of ways in which we have seen savings made; 

In the current financial climate we are aware of the ever growing 
pressure that schools face of how to maintain standards and        
provide adequate resources whilst contending with ever shrinking 
budgets.  We have seen an increase in schools reporting deficits in 
their strategic financial plans; to ensure financial stability it’s        
important to take action now to ensure a balanced budget can be 
set in future years. Key to doing this is reducing   recurring costs not 
just one off savings. 

Free Procurement Health Checks 

mailto:cps@birmingham.gov.uk
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Other Audits……. 

 

Surplus Balances 
 
We are currently undertaking a themed audit review of those schools with surplus 
balances.  The objective of this work is to assess whether the balances being carried 
forward by schools are appropriate, in line with good practice and guidelines, and 
that there are clear and valid plans in place for the future use of the surplus         
balances.  
 
Initially we requested surplus balance analysis documentation for the last 2 financial 
years (Analysis of School Budget Share – Carry Forward Balance as at 31st March …’) 
for 50 schools with the highest surplus balances expressed as a percentage of their 
school budget share. The sample included Primary, Secondary and Special schools.  
 
We are currently in the process of collecting detailed information/documentation 
from a sample of schools already selected to support the breakdown of their carry 
forward balance, and if required we will undertaking visits to these schools.  A sum-
mary of areas for improvement identified schools will be reported in the Auditor in 
the new year. 
 
You may be one of those schools selected and will have the pleasure of meeting  
Jaspal Sehra who can  be contacted by telephone 0121 675 0267 or email              
jaspal.sehra@birmingham.gov.uk if you have any queries or concerns regarding this 
audit. 
 
 

Compliance Returns  

There are a number of schools not purchasing financial services from SFS and    

therefore require a ‘Compliance Return’ to be submitted in order that the LA’s     

statutory responsibilities relating to the oversight of school budgets can be fulfilled 

Many of you will be aware that its not just routine audit visits we undertake.  Currently in progress are a 

number of themed audits that look at both practices in schools and the Local Authority. See below for a    

taster of what’s happening……. 

SFVS Review 

In this audit we will review the 

mechanisms/processes in place 

within the directorate to       

manage and monitor the       

submission of the SFVS returns; 

and assess the quality and     

validity of the information     

provided on the returns         

submitted by schools. 

A sample of 15-20 schools will 

receive a visit where we will be 

assessing their forms for      

completion and validating a  

selection of questions.  

Again Jaspal Sehra will be      

undertaking this audit. 

A Compliance Return, together with specified system and staffing reports, are submitted by schools to SFS twice yearly 

(autumn and spring) and all such reports are scrutinised for accuracy and compliance. 

We are currently undertaking a review to see if the LA has adequate and effective management and monitoring          

arrangements in place for validating the integrity of returns provided by schools using external financial providers, and 

as part of this we will be validating that there is compliance by schools with regard to the completion, accuracy and 

timely submission of the compliance returns.   

You may be one of those schools in the sample that will be contacted/visited, our Principal Auditor John P Grace will be 

undertaking the audit. If you have any queries or concerns regarding this audit please contact John by telephone on 

0121 675 0264 or by email john.p.grace@birmingham.gov.uk. 

mailto:jaspal.sehra@birmingham.gov.uk
mailto:john.p.grace@birmingham.gov.uk
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Financial Regulations  

A summary of the key changes to the Financial Regulations are as follows;  
If you undertake procurement exercises, you need to be aware of Public Contracts Regulations (PCR) 2015 (“The 
EU Regulations”). If necessary, you should request professional procurement advice.  This is available as a      
chargeable service from Corporate Procurement Services.  
 
The PCR 2015 threshold levels are currently £181,302 for supplies and services and £4,551,413 for works. 
 
Ongoing monitoring of expenditure with individual suppliers should take place so that your school is able to 
identify when expenditure accumulates to or is more than £10,000 (this may cross a number of financial years). 
When this is identified, three written quotations should be obtained. 
 
No contract which is estimated to exceed the current PCR 2015 threshold shall be entered into unless tenders have 
been invited in accordance with one of the procedures within PCR 2015 e.g. Open, Restricted, or alternatively, 
through the use of a Framework Agreement. A “Framework Agreement” is a purchasing agreement entered into by 
an external contracting authority such as Birmingham City Council, Eastern Shires Purchasing Organisation (ESPO) 
or Crown Commercial Service (CCS), which is open for use by other contracting authorities.  
 
In the case of above threshold contracts, Regulation 53 of PCR 2015 requires contacting authorities, by means of 
the internet, to offer unrestricted and full direct access, free of charge, to procurement documents from the date 
of the Official Journal of the European Union advert or the date on which an invitation to confirm interest is sent. 
 

 
 

The Financial Regulations within the Schools Financial Procedures Manual includes Procurement and Contracts 

(Chapter 10), which has recently been updated to reflect current legislation and best practice. 

 

If you are involved in undertaking procurement exercises or managing contracts we suggest that you read the  

updated chapter so you can ensure that your procurement exercises are undertaken in a fair and transparent 

manner in line with legislation, and reduce the risk of legal challenge and to secure value for money. 

Schools Financial Procedures Manual 

On 20th September the following chapters of the Schools Financial Procedures Manual were  updated; 

 Budget Monitoring 

 Budget Planning 

 Financial Delegation Framework for Governing Bodies and School Staff 

 Purchasing 
 Schools Financial Value Standard 

For your information, the Schools Financial Procedures Manual is available on the Birmingham City Council web-
site. If you have any queries, please contact Sue Beer, Head of Schools Financial Services on 0121 303 2678 
or sue.beer@birmingham.gov.uk. 

http://www.birmingham.gov.uk/info/20124/working_in_schools/788/budgets_for_schools_in_birmingham/8
http://www.birmingham.gov.uk/info/20124/working_in_schools/788/budgets_for_schools_in_birmingham/8
mailto:sue.beer@birmingham.gov.uk
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Bank Mandate Fraud – a New Twist so be aware! 

We have now seen several examples of this fraud and sadly are aware of two academy schools who have recently 

fallen victim to it.  They only became aware of the scam when their suppliers chased them for payment. They now 

have to pay the invoices again. So please be extra vigilant and double check bank account details before making 

bank transfer payments to suppliers and don’t just rely on the details provided in the invoice. Robust vendor control 

procedures will protect schools from falling victim to this type of fraud when paying suppliers, as correct bank     

account details for the vendor will already be held on the payments system. Any requests to make changes to these 

details should be treated with caution and must be independently verified beforehand.     

Please report any suspicions, or seek further guidance from the Birmingham Audit Corporate Fraud Team                   
(Neil Farquharson) on 0121 303 2185, or at BirminghamAudit@Birmingham.gov.uk 

Bank mandate fraud occurs when an unauthorised request is made to 

change the details of a bank transfer mandate.  Fraudsters will purport to 

be one of your genuine business suppliers to perpetrate the fraud.  This will 

usually be in the form of some correspondence, which on the face of it 

looks genuine, advising you of a change to a supplier’s bank account details, 

with the intention of duping you in to making  payments to a bogus account.   

This type of fraud has been around for a while and we have covered it in previous editions of The Auditor. However, 

Birmingham Audit has seen a recent development which adds a greater degree of sophistication to the fraud, and is 

more difficult to identify. We have seen several examples where genuine e-mailed correspondence is being               

intercepted by fraudsters, and the contents of either the e-mail or any attached invoices, altered. When the recipient 

receives the e-mail, which they would usually be expecting anyway, they wouldn’t immediately identify that there was 

anything wrong.  However, be extremely cautious if the e-mail, or correspondence attached to it, notifies you of a 

change of bank account details. Also, be very wary of anything unusual such as poor wording, differences in the type 

font, or a special offer such as an early settlement discount. If in any doubt, always check with the sender by             

telephoning them using a known contact number, as we have seen examples whereby the fraudsters have provided 

bogus contact details, or in one case, have intercepted e-mail responses in order to perpetrate the fraud.   

Can all schools URGENTLY please check that you have up to date Anti-virus & Firewall                           
Protection.       Before half-term one school in Birmingham became the victim of a ‘ransomware’ attack 
whereby all their files were encrypted and would only be decrypted if the hacker’s demands were 
met.  Whilst this is something that we’ve all heard about in the news, it’s probably something we think 
happens to places other than schools but please be aware this is real, has happened and therefore is 
likely to happen again. Given the amount of personal, financial and sensitive data held on a schools MIS 
and the responsibilities we all have under GDPR to keep this data secure please can you urgently check 
that you have up to date anti-virus/malware & firewall protection etc., as clearly, schools are being    
targeted and you must ensure all the data on your system is protected as well as it can.  

  URGENT – Anti-virus/malware & Firewall Protection   

mailto:BirminghamAudit@Birmingham.gov.uk
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School Governance  

Planning for the Year Ahead     

Governance Reminders 

KCSIE 

A section 128 direction              

disqualifies a person from holding 

or continuing to hold office as a 

governor of a maintained school 

and as a trustee of an academy or 

free school trust. 

The statutory Keeping Children Safe 

in Education   (KCSIE) now requires 

maintained schools to carry out a 

“section 128 direction” check on 

their governors. This includes all 

current members of the GB and 

new members when they are ap-

pointed.  

 Code of Conduct 

Birmingham City Council’s (BCC) 
model Code of Conduct  for        
Governing Boards (GB)  has been 
updated for the academic year 
2018/19. The Code of Conduct 
and a schedule of the changes 
made to it has been sent to all 
clerks.  

For further information see the 
School and Governor Support 
S&GS Autumn Term Agenda 
Briefing, which has been sent to 
all subscribing schools and is 
available on request to  
governors@birmingham.gov.uk  

 

Most Governing Boards (GB) use their first meeting of the academic year to 
establish governance arrangements, confirm office holders, how business will 
be managed and by whom.  It’s important that, with the support of a         
professional clerk, the GB takes care of the basics allowing it to make  more 
effective use of its time and focus on strategic matters. 

School and Governor Support have highlighted that they expect clerks to be 
advising their governors on the following:  

 

 The election of a Chair and Vice-Chair (the GB should determine the date 
on which the term of office of the Chair and Vice-Chair will end); 

 
 Adopting the GB’s Code of Conduct;  
 
 Updating the GB’s register of business interests; 
 
 Updating/renewing the GB’s scheme of delegation (to define explicitly at 

which level each of its functions will be exercised);  
 
 Reviewing and approving the terms of reference and membership of GB 

committees;  and  
 
 Appointing governors  to specific roles: 
 *Lead governor to carry out the appraisal of the HT (where              
 appropriate); 
 *Lead governor for safeguarding  
 *Lead governor for Special Educational Needs and Disabilities   
 (SEND);  
 *A link/skills governor (to oversee training and development needs of 
 the GB;  
 *A specific “named governor” roles  (linked to the strategic priorities 
 and key issues for the school). 
 
Other activities include the updating of governor skills audit forms (to reflect 
further governing experience, governor CPD and transferable experience and 
CPD), and the governor training plan. 
 
The schedule of GB meetings (including committees and Head Teacher       
appraisal process) for 2018/19 should reflect the GBs monitoring cycle (e.g. 
scheduled governor visits to school), financial timelines, school improvement 
and data collection milestones.  
 

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2#history
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2#history
https://www.birmingham.gov.uk/downloads/file/4006/model_code_of_conduct_governing_boards
mailto:governors@birmingham.gov.uk
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Birmingham Audit 

10 Woodcock Street Birmingham 

 

Key contacts for school visits or school related work 
Don Price, Group Auditor  

0121 303 2970 

Don.price@birmingham.gov.uk 

Karen Smith, Principal Auditor  

0121 675 0249 

Karen.P.Smith@birmingham.gov.uk 

Natalie Mardenborough, Auditor  

0121 303 2085 

Natalie.Mardenborough@birmingham.gov.uk 

Sally Bojang, Audit Assistant 

0121 303 2488 

Sally.Bojang@birmingham.gov.uk  

Corporate Fraud Team Contact            

Details 

Neil Farquharson 
Group Auditor 
0121 303 2185 

Neil.farquharson@birmingham.gov.uk 

Birmingham Audit Service Team 

TOP left to right—Don , Jenny, Simone, Paula, John, Dave, Brendan, Jaspal 

BOTTOM left to right—Sally, Natalie, Karen 

mailto:don.price@birmingham.gov.uk
mailto:karen.p.smith@birmingham.gov.uk
mailto:natalie.mardenborough@birmingham.gov.uk
mailto:sally.bojang@birmingham.gov.uk

